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Available Capabilities... and Liabilities....

DoD’s Moveto | P will Leverage Commercially

poLIcY

'STRATEGIES

Air Force wires weapons to Web

Plan pushes more info to warfighters

BY GEORGE |, SEFFERS

he US. Air Force is requiring that |
all command and control systems

and weapon systems be wired to
the World Wide Web.

John Gilligan, an Air Force deputy chief
information officer, said that the Web-
enablement policy offers several benefits,
including universal access to data, a re-
duction in persennel and lower costs.

“The intent is really to establish a for-
mal way that we will Web-enable, we
will use XML [Extensible Markup Lan-
guage], and we will use [Internet Proto-
col],” Gilligan said, By using [P to con-
nect the data links, he said the Air Force
will be able to use commercially avail-
able capabilities,

Adr Force Secretary James Roche and
Gen. Michael Ryan, outgoing Air Force
chiel of staff, signed the policy July 9.

Web-enabling technologies and stan-
dards to govern information interchange

and promote greater interoperability,”

the document states.

The mempo calls specifically for the use
of four technologies: IP, XML, URLs and
Web browsers. .

Currently,
most weapon and
command and
control systems
use a plethora of
protocols and are
not always able o

share data. That means the data has to |

be manually transferred from one sys-
tem to another, and sometimes it cannot
even be accessed or found. XML isa “far

superior data exchange protocol,” Gilli- |

gan said.
“The first benefit would be the abili-

tion, We have found that just by provid-
ing a link to systemns, it opens up infor-
mation universally” Gilligan said.

Lt. Gen. JohnWoodward, the other Air
Force depury CIO and the service’s direc-
tor of communications and information,
estimates that operational power is the
isgest benefit from data exchanse. The

with.”

W oodward acknowledged that weapon
systemswired to the Web will be even
mor e vulnerable to information warfare
attacks and said that infor mation will
haveto be assured and additional vul-
nerabilitieswill ssimply have “to be dealt

Federal Computer Week, 10 September 2001, page 46
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Many Motivationsfor Getting on top of Vulnerabilities
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Softwar e problems with security implicationsare

clIcl 1 U LO o TS adll o U XPDOSUIT S5
T
0 Vulnerabilities are security related software problems that could
directly allow serious damage
0 Examples:
— phf, ToolTalk, Smurf, rpc.cmsd, etc.
— Oracle XSQL servlet 1.0.3.0 and earlier allows remote attackers
to execute arbitrary Java code by redirecting the XSQL server to
another source via the xml-stylesheet parameter in the xslt
stylesheet. [9 Jan 01 Georgi Guninski]

0 Exposures are security related software problems that could be
used as stepping stones for a successful attack

0 Examples:
— Running finger, poor logging practices, etc.

MITRE



Top Ten Vulnerability Typesin CVE

(1'SSUes pur ed between Jan 2000 and AQ

Buffer Overflow |

Dir. Traversal/Dot Dot | ‘ 115
Malformed Input DoS | ‘79
Unprotected Privileged Op's | 71
Shell M etachar SQuoting | | 71
Symlink Following | @
T 1540 total CVE entriesand
Format String S0 candidates analyzed
Insecure Permissions [l 45 (yes, that’s 100 per month)
Weak Encryption E 45
Trusted CGl Form Fidlds i 37

MITRE



Vulnerabilities Have Been Found in Almost Every

ayawa aAalaaiaara a A a alfa -
--V"l—'l-'l'llllIll'!-EICI“A'IIIVIVICI-—--l--—n

Mail Servers

1st Up Mall Server
All-Mail

ALMail32

Avirt Mail Server
Becky! Internet Mail
CWMall

Domino Mail Server
Exchange Server
Hotmail

Internet Anywhere Mail Server
ITHouse Mail Server

Microsoft Exchange
Pegasus Mail
Sendmail

Security Software

ACE/Server
BlackICE Agent
BlacklCE Defender

Certificate Server

CProxy Server

ETrust Intrusion Detection
GateKeeper

InterScan VirusWall
Kerberos 5

Norton AntiVirus

PGP
SiteMinder
Tripwire

Sample of Vulnerabilities Announced in 1999 & 2000

Web servers & tools
Domino HTTP Server

IS
NCSA Web Server %
Sawmill

WebTrends Log Analyzer

Internet
AFS
Apache

BIND

CGil
Cron %
IMAP

Routers

3220-H DSL Router
650-ST ISDN Router
Ascend Routers
Cisco Routers

R-series routers

Network Applications
BackOffice

Meeting Maker
NetMeeting

Desktop Applications

Acrobat

Clip Art

Excel
FrameMaker
Internet Explorer
Napster client
Notes Client
Novell client
Office

Outlook
PowerPoint
Project

Quake

R5 Client
StarOffice
Timbuktu Pro

Word
Works %
Workshop

DBMSs

Access

DB2 Universal Database
FileMaker Pro

MSQL

Oracle

Development Tools
ClearCase
ColdFusion

Flash %
Frontpage

GNU Emacs

JRun

WebLogic Server

Visual Basic
Visual Studio

BeOS

HP-UX

MacOS Runtime for Java
Palm OS

SunOS

Ultrix

Windows 2000

Windows NT

Operating Systems
AlX

BSD/OS

DG/UX

FreeBSD

IRIX

Linux

MPE/iX

NetWare

OpenBSD

Red Hat
Security-Enhanced Linux
Solaris

Windows 95

Windows 98

Windows ME

Eirewalls

Firewall-1

Gauntlet Firewall

PIX Firewall

Raptor Firewall
SOHO Firewall

MITRE




Outline
e

0 Background and Motivation

[© Finding Out About Vulnerabilities
0 The Problem and a Solution - CVE
0 CVE Compatibility
0 The CVE Process
0 Summary

MITRE



Difficult to Integrate I nfor mation on

1Sl Al co dl 10 XPDOSUT 5

Security
Advisories

Software Vendor
Patches

S

Vulnerability hi
Scanners V‘
A<

Research 7

Vulnerability Web
Sites & Databases

Intrusion Detection
Systems

)

Incident Response
& Reporting
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The adoption of CVE Names by the Security
Community Isstarting to addressthisproblem

Metscape: CWE- 1 999-0067

T By 10 |iboniiesming S

Along with the new rule, “Whoever findsit, getsa CVE name for it”




TheCVE List prowdesa path for mtegratlng

Securlty

Software Vendor
Patches

Intrusion Detection
Systems

Vulnerability
Scanners

CVE-1999-0067

Incident Response
& Reporting

Research

Vulnerability Web
Sites & Databases
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The Common Vulnerabilitiesand Exposures (CVE)

| nitiative

0 An international security community activity
led by MITRE focused on developing a list
that provides common names for publicly
known information security vulnerabilities
and exposures. CVE Initiative

0 Key tenets s e s 1

— One name for one vulnerability or ook
exposure

— One standardized description for each
vulnerability or exposure

— Existence as a dictionary rather than a
database

— Publicly accessible for review or
download from the Internet

— Industry participation in open forum
(editorial board) e

RO SRR e

0 The CVE list and information about the CVE I Laeey 0 BN
effort are available on the CVE web site at - B

[cve.mitre.org]

MITRE



The CVE Strategy
T

4. Establish CVE in vendor fix-it
sites and update mechanisms

Commercial S/W Products

Unreviewed
Bugtrags, Mailing lists, Update and Fix Sites &
Hacker sites Update Mechanisms
Discovery Policy .
ime
, — , >
Reviewed Advisories Secunty Products Methodologies
CERT, CIAC, Scanners, Intrusion Detection, Purchasing
Vendor advisories Vulnerability Databases Requirements
Education
1. Inject Candidate
numbers into
advisories 2. Establish CVE at security
product level in orderto ... 3. ... enable CVE to permeate

the policy level.

MITRE



Many organizations arereserving CVE names and

using them in thaeir alerts and advisories

E@j‘ To-date, CVE names have been

—| included ininitial advisoriesfrom:
| 1SS X-Force « IBM
e * Rain Forest Puppy * @stake
. * BindView *HP
T « CERT/CC e SGI
= « COMPAQ e Microsoft
——— = * Ernst & Young » ekye
e * CISCO e Rapid 7
.......... * NSFOCUS e Sanctum
i e R R  SecurityFocus e Red Hat
* VIGILANTe * Apache
pson 31 ueary o * Apple
http://www.redhat.com/support/erratasl RHSA-2001-150.html

.| assigned CAN-2001-0869 o this issue.
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What does CVE-compatible mean?

0 CVE-compatible means that atool or database can “speak CVE”
and correlate data with other CVE-compatible products

0 CVE-compatible means it meets the following requirements:
— Can find items by CVE name (CVE searchable)
— Includes CVE name in output for each item (CVE output)
— Provided MITRE with “vulnerability” item mappings to validate
the accuracy of the product or services CVE entries
— Makes a good faith effort to keep mappings accurate

MITRE



Organizations With Products That Use CVE
as of 15 October 2002

T
0 These (66) organizations have publicly declared that they are working
on (103) CVE-compatible tools, databases, web sites, or services

Advanced Research Corp NetSecur e Technology, Inc.
Alliance Qualité L ogiciel Networ k AssociatesInc.
Application Security, Inc. Network Security Systems

Archer TechnologiesLLC NIST

ArcSight, Inc. NFR Security

BindView Corporation NSFOCUS Information Technology Co., Ltd
CERIAS/Purdue University N-Stalker, Inc.

CERT Coordination Center nSecur e Software (P) LTD.
Cert-IST OneSecure

Cisco Systems Penta Security Systems

Citadd Security Software, Inc. Qualys

CSS (China National Computer Software & Technology Service Corporation) Rapid 7 Inc.

E*MAZE Networks S.P.A Red Hat Inc.

E-Soft Inc. SAINT Cor poration (formerly World Wide Digital Security, Inc.)
eEyeDigital Security Sanctum Inc.

Enterasys Networks (bought Network Security Wizards) SANS _

Enter cept Security Technologies Securelnfo Corporation
esCERT-UPC Secur eSoft, Inc.

eSecurityOnline Security Focus, Inc.

Foundstone, Inc. SecurityWatch

FuJian RongJi Softwar e Development Company, Ltd Shake Communications Pty Ltd
Harris Corporation Snort.org

Internet Security Systems spiDYNAMICS

Intranode Strongbox Security Inc. (SSI)
INTRINsec Symantec Cor poration

IntruVert Networks Inc. Tiger Testing

Inzen Tivoli SystemsInc.

Kavado Inc. Tsinghua UnisNet Technology, Ltd.
Kingnet Security Inc. UC Davis, Computer Security Lab
LURHQ Corporation Venus Information Technology Inc.
nCircle (formerly Hiverworld) VIGILANTe (merged with Cyrano’s Networks Vigilance subsidiary)
The Nessus Project Vigilinx, Inc.

NetlQ WinsTechnet Co., Ltd.

Up-to-date list at http://cve.mitre.org/compatible MITRE
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Where CVE-compatible Items Have Come From

_f"‘?'”‘?ﬂ_l N ﬂn":'ﬁ = China National Computer Software & Technology Service Corporation
-’_.‘.-’_'.--{'"3-5“'“ T Fl_JJian RongJi_ Software Development Company,Ltd
£ 4 il Kingnet Security Inc.

NSFOCUS Information Technology Co., Ltd
Tsinghua UnisNet Ltd.
Venus Information Technology Inc.

1".l_.l"- -I".Er-
E-Soft Inc. F@% ? E

+2, 2 1o oo %‘!15\7
; e . )

1 ltem 5 Organizations, 9 Items [P -,
b =3 T (9= i
- o .
& . E.rl".—"-‘frT\"I:J' \Ei':“
L in =

Red Hat Inc. "

+1,1

2 Items

42 Organizations, 69 Items

Advanced Research Corporation
ArcSight, Inc.

Archer Technologies LLC
Application Security, Inc.
BindView Corporation

CERIAS, Purdue University
CERT/CC

Cisco Systems, Inc. EL i | 1 Item
Citadel Security Software, Inc. mY!

=| eEye Digital Security W ‘\*

Enterasys Networks, Inc. E‘;:b'
Entercept SECURITY TECHNOLOGIES ~ f_f § = ==

—
ESecurityOnline g N-Stalker, Inc.
Foundstone, Inc. ’

Harris Corporation é i

IntruVert Networks, Inc. 1 Item _ﬂ-H 5
ISS - Internet Security Systems, Inc. _.G,_‘______,_‘ E*MAZE Networks S.P.A. 13
KaVaDo Inc. . - H

| EsCERT-UPC

INZEN CO., Ltd.

NetSecure Technology, Inc.
Penta Security Systems, Inc.
SecureSoft, Inc.

Wins Technet Co., Ltd.

3 Fr +1. 1]
LURHQ Company ) ¢ ]
Ogeslecure s ) E"E 1litem
NCircle Network Security - L
NetiQ Corporation '|H_ -.L rul !ﬂ-\-‘!" -:l[ _1 .-";.;I
.\]J'. Y Alliance Qualité Logiciel

| nSecure Software (P) Ltd. |

5 Organizations, 9 Items
Network Associates Inc. f

Network Security Systems, Inc. [ T TF

1
; a Cert-IST ; - L LW .
HERTSewmy, Inc. w I‘“‘x 2";_ INTRANODE Software Technologies . | lltem | i * L
Qualys, Inc. I|' -I.J INTRINsec 1

|
Rapid 7 Inc i — = .)I
SAINT Corporation l|I|' I}D’ The Nessus Project e 1‘&&}- f
Sanctum Inc. |-|: - ‘j}v.‘,.
]

-

The SANS Institute 5 Organizations, 5 Items "
Securelnfo Colr;oration 5‘r 9 Shake Communications Pty Ltd 'i;ﬂ .
SecurityFocus A + 1 y 1 | [

Snort.Org
SpiDYNAMICS 1ltem
Strongbox Security Inc. 4
Symantec Corporation

Tiger Testing Inc.

TivoliSystems, Inc.

UCDavis Computer Security Laboratory
VIGILANTe.Com, Inc.

Vigiling, Inc (asof 24 October 2002) MITRE




Examples of CVE-compatible items:
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Examples continued:

Cassandra

ident Response
tabase Centet ot Eeitation and
Hesearch in Information
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Using CVE in the Enterprise

My scanner can't find CVE-3,

| need to fix these and | need patches for CVE-1
\ vulnerabilities
Security Q‘< CVE-1
. CVE-2
Bulletins CVE-3
—

—————— .

Attack CVE-3

Attack CVE-2

CVE-lison
Attack CVE-1 my networ k
Attacks
*CVE-1: that systemisnot | cvE-1
vulnerable, so don’t send CVE-3
an alert w
*CVE-2: my scanner must @ IDS
wor k well
*CVE-3: my IDS must
work wdl My IDS can’t detect attacks on CVE-2

MITRE
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CVE Senior Advisory Council Objectives and Roles

...The CVE Council is established to ensure
that the CVE program receives the sponsorship,
including funding and guidance, required to e o
maximize the effectiveness of this program ...

Council Roles e =

0 Act as a catalyst for CVE and related activities. :
0 Assure funding for the core CVE activity over the —
long term including outreach to Government e
organizations and agencies. SR
0 Discuss community needs and possible new .
CVE services. i
0 Promote the adoption of CVE at the strategic i
level. e
0 Business planning & prioritization. =
0 Discuss CVE and related security policy BT o
Implications for the Federal Government. fe e

0 ldentify CVE related materials & resources for S
use by Government ClOs and senior managers. [EES——

.....

MITRE




CVE Senior Advisory Council Members

Co-Chairs:

0 John Gilligan, CIO of the USAF, and Co-chair of the §
Architecture/Interoperability Committee of the CIO Council

0 Sallie McDonald, GSA Assistant Commissioner Office of Info
Assurance and Critical Infrastructure Protection

Participating Organizations

0 Department of the Treasury ® GSA

0 Department of Energy ® DISA

0 Department of Labor ® NSA

0 Department of Health and Human Services ® NASA =58
0 Internal Revenue Service ® ASD/C3l
0 National Institute of Standards and Technology e Air Force

0 Critical Infrastructure Assurance Office ® Intelligence

0 National Infrastructure Protection Center Community

0 Office of Management and Budge

# r i
U.S Departrment of Enargy N H [/; ".’F )
e U.S. Department \f
C IAC Mational Institute of G S‘f" === of Health and \’ ,/

Computer Ingident Arvisory Cartar Standards and Tachnology % Human Services

@ MITRE




CVE Editorial Board

0

0

0

Includes mostly technical
representatives from 30 different
organizations including
researchers, tool vendors,
response teams, and end users

Reviews and approves CVE
entries

Discusses issues related to CVE
maintenance

Holds monthly meetings (face-
to-face or phone)

Maintains publicly viewable
mailing list archives

[cve.mitre.org/board/archives]
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CVE Editorial Board
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Wherethe CVE List comesfrom

ISS, SecurityFocus,

Neohapsis, NlPc ~ New Submissions
AXENT, BindView, Harris,

CyberNotes 150-500 per/month
Cisco, CERIAS, Hiverworld,
SecurityFocus, ISS, NAI,
Symantec, Nessus

CVE Content

Team ﬁ*: Candidates in New
ﬂ‘! Alerts & Advisories
5-15
_ ‘{; = i _ per/mgnth
gl | QaL S
' (. -
‘2~5QQ|3 900|1 10019@& 553 I i s,
dups info study _ } f ?
g Candidates
122 P ~2900
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Outline
e

0 Background and Motivation

0 Finding Out About Vulnerabilities
0 The Problem and a Solution - CVE
0 CVE Compatibility

0 The CVE Process

[ Summary

MITRE



FBI/SANS Institute 2002 Top Twenty uses CVE names
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Notes For Readers:
CVE Numbers
You'll find references to CVE (Common Vult
each vulnerability. You may also see CAN nt
entries that are not yet fully verified. For mor
see http://cve.mitre.org. =
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Policy on the Use of CVE and

CVE-Compatible products

Protecting the Homeland

Report of the
Defense Science Board Task Force

on

DEFENSIVE INFORMATION OPERATIONS
2008 Summer Stody
Fedsrne IF

o FTyTrg ot
March 2001

{fice of the 1 sdervecratary ol Defoase
Far Acquisisian, Techmnbegy, and Lagistics
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Furthermore, preference should be
given to productsthat are Compatible
with the Common Vulnerabilities and
Exposures (CVE) list.

N
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National | nstitute of Standardsand Technology (NIST):

Policy on the Use of CVE and CVE-Compatible products
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~NIST MIST Special Fublication BO0-51
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e Federal departments and agencies should...

e o] 1. givesubstantial consideration to the acquisition and use of
security-related I T productsand servicesthat are
compatible with the CVE naming scheme.

e i

2. periodically monitor their systemsfor applicable vulnerabilities
listed in the CVE naming scheme.

3. usethe CVE vulnerability naming schemein their
Qscriptions and communications of vulner abilities

MITRE



CVE HasBecome Part of Product Comparisons...a

SLCD UOWTI trier Oau Ol PO

Vulnerability Scanner Features
Axent Internet Network
Technologies Security Systems Associates World Wide
NetRecon 3.0 + BindView eEye Digital Internet Nessus Security CyberCop Digital
su7 HackerShield ~ Security Retina Scanner Scanner Scanner SARA Security SAINT
Price Starts at $19.95 per Starts at Starts at Free $32 per node, Free Free (report
$1,995 1P scanned $1,145 $2,795 $2 252 server generator starts
at $100)
Platform Windows NT = Windows NT =~ Windows NT = Windows NT Unix Windows N'T Unix Unix
Workstation

Built-in automatic signature @ (download [ ] . ] @ (download L] ) O
update feature from Web) from Web)
Seans-for-tostvoinerabiities = v > - ” > 7
CVE cross-references 0 @ > ° 0 ) ®

fefid it , < < » = = , =
Open source ) ) 0 ) [ 0 ° ]
Command-line automation 0 0 ) L ® (] ® (]
Integrates with a data- ® (Enterprise 0 ) ° o] ® (Security ) 0
management suite Security (ISS SafeSuite) Management

Manager) Interface)

Capable of custom security checks ) ) 0 0 ® (NASL) ® (CASL) L) °
®Yes (O No

Network Computing Article “Vulnerability Assessment Scanners” (1/8/2001)
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CVE Enables Detailed Product Comparisons

NETWORK IDS FEATURES
L Computer Ininsioncom W Sesu ity Symamec
Senure Asnciates LyberSafa Enleasys Serahel  BleckICE Santry 13 Metmork |nénnien etF rowder
D525 el Centrax 2.4 [iragon 43 P 3.2 25 Poslfpore 55 Deedion Snert 1.7 15
Fatform Bpplizne Windoes K1/ Windoas  Appliance, B0, Applience, Windows NI/ Selars, Appliance BSI, Limu, ‘Windoers
ol NI/200 Limurx, Sodaris Limre 200 Windoess NI/ Solars, NI 2000
2000 Windoeas NI
Held wp on the Bruissmest W M N ¥ Y it ' Y fon final W N
L]
NIDS/HIDS agents YN LEL ¥ YAy ¥/ Y/N Y AN Y/N bV
Integrated HIDS./NIDS management N (/1 ¥ Y L) L] e LI (] ¥
platherm:
Integrates with file intsgrity eheskers N N ¥ ¥ N N ¥ N N N
SNMP traps for intagration into N M ¥ Y Y i g ' M o
managemant platisem
Back-end datahase API ] N ¥ ¥ ¥ ¥ N ¥ F ySOL) N
Maragement platform (sonsole) Windows Windows Winioes Unke Limze el ‘ndows ‘Windows (41 Hindzes
KT/ 2000 KIC2000 NI/ HI00 NI/ 000 NI/ 000 KT 2000
Remede sensor management CLIACSP Windows Vindoss CLIWety el Windws Gl Lomole i Windee:
NIF2000 NI/20m NIH000, Web N1 2000
Steaith mode {unbound sniffing NIC) ¥ N W ¥ ¥ i Y o ¥ i
Frag reassembly ¥ N N ¥ ¥ i Y s ¥ N
TP stream reassembly ¥ M N ¥ ¥ i o ¥ A N
CVE eross-referemss M N ¥ ¥ N i N N ¥ (i Whilzhats) l
Customizable signatures ¥ ¥ N Y Y M W A i g
Update fraqueney Ouartedyend ~ Beneeded  (uanerly and Weazkly Waninly Msneedid  Querteryand s nened Daly WA
E5 Naaged maifing it s reledries
¥ ¥ Y Y ' N ¥ W
NETWORK IDS SIGNATURE RESULTS
Kil connection ~ SMITF, paging, ~ E-mai, SNMF  E-mail pager,  F-meil OPSEL,  F-mail, peger, Kone E-meil, peges,
Crxa Intresia pcen [ R Sty Symanks SHUP, syslog, SHMPseipt | TCPGILSNMP SR snpt  buikin  SNMP, st
N Soogm [ Sowolpt  BlaiCHSoairy S MM hmsm MeiFimiks saripl Blocking g
Araz o i, of packsa ms2s Dwangon 4.2 Pred i Reaffecunn 5.5 Detisction Saan 1.7 ki ‘:dﬁﬂllfi-
akert o Lueent
AMn OWE- 1R n ¥ ¥ M ¥ ¥ N ¥ N firesseil, peging,
His V- 1E-10M0 i ¥ L M ¥ ¥ ¥ ) ¥ asm
¥ Y Y W ' R (] A
WU-FTR ONt-10-0053 o L] T L} M ¥ ¥ ¥ L]
N if ¥ Y N N i W
SHINF wiribe LRR-1HE3E 1] 1 M ¥ M N ¥ ¥ N N N ¥ N ¥ N N i N
Guest. SME login LAA-1980-0510 1 M ¥ M L L) N ¥ N Low/mediuny | Sspoms’ | oe/metumd Win/uspons/ Lowmedim/ | Infofmsrsing’ | Mo Low/mesumd
AP oo 10005 F| ¥ W - M ¥ W ¥ M high probe/altacks’ high SEFIOLEErY high allackfpmer tigh
Lailuresam- sricus/oriticel
PHF CVE- 10330067 w k) 1 ¥ L L) ¥ ¥ ¥ premie i
Unicadz TN 2000-0E34 n ¥ ¥ M ¥ ¥ ¥ L ] i ¥ ¥ ¥ i i N L
Someor $960  Server: 38,300 fB.408 Senryidl  Semoc$A005 0 $1250 Cpzn seurea §2,006
115 5 BSAPI CAR-T03 41 11 Y ¥ M M N ¥ ¥ ) b0 fafersl  poluecd$1S000  (ymiane) | dpkrS0R0 | faolsere); | (sppienc) fres) {semor and
Tatal {oul of 9} ] 3 i 5 B T ] 1 Corsie: $3.000  fapphence]; {fwers],  Lomsole free ook}
] lsofwars)  Sermer, $7.500 [l [athwere)
Detect attacks fragmented (Frag-TH) ¥ ¥ Y L ¥ A ¥ N — 52000l
YTl M= MO 20,000 (ppiens)
Tables from Network Computing Article “To Catch a THIEF” (8/20/2001) |
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The CVE Strategy: Where are we? (asof 24 October 2002)
L

4. Establish CVE in vendor fix-it
sites and update mechanisms

» Adding CVE names broached with 14 groups.

Commercial S/W Products

Unreviewed

Bugtrags, Mailing lists, Update and Fix Sites &

Hacker sites Update Mechanisms

Discovery Policy .
ime
, — . >

Reviewed Advisories Secunty Products Methodologies
CERT, CIAC, Scanners, intrusion Detection, Purchasing
Vendor advisories Vulnerability Databases Requirements

Education

into advisories

1. Inject CVE Names / /

3. ... enable CVE to permeate
OV S ENEEVELESNGIGEYE 2 Establish CVE at security the policy level.
 SANS/ FBI Top 20 uses CVE names

* Network Computing IDS & Scanner
Comparisonsincluded CVE

URLIETRERVEIESVURISSVEIN  roduct level in order to ...

Force, Rain Forest Puppy, IBM, . P
@stake, BindView, CERT/CC, gégg gg/n%i%r;tt&es

» 103 CVE-compatible

HP, SGI, COMPAQ, Microsoft,
Ernst & Young, eEye, CISCO,
Rapid 7, NSFOCUS, Sanctum,
SecurityFocus VIGILANTEe,
Red Hat, Apache, and Apple.

* NIST Rec. 800-51callsfor useof CVE

* DSB Report callsfor CVE compatibility

e Network World IDS Comparison
included CVE coverage

products from 66 groups.
* 89 more from these and
41 othersin “theworks”.




CVE isthe center of many activities and efforts...

..and it’sstill growino

1SS,
SANS| J cerTICC,
CERIAS BindView,

| CERIAS,
Ernst & Young
>80
Ari';'es Private Databases
L angua B .
guages 1 Remediation,
\/’ Prevention, 1DS,
Assessment,
Press Comparison

Tools
& Services

Incident
reporting,
Trandations,
“Comprehensive’
info sour ce

SANS/FBI
Top

Public Databases

Other
Common Problems MITRE



CVE is helping makethe critical task of effective

HT1ET Adll Tlal a1 l"\".!‘
- =" == """ ") ~ T T = "= ]
. ﬂ Network-Centric
Networ k-Centric
Enterprise Warfare
o e Increased Tempo
« Efficiency * Increased L ethality

» Responsiveness

e “Justin Time” Logistics
« Smaller I nventory

» Smaller Footprint

L ess
Tail "

A \  Improved Survivability
v/ /] More « Quicker Victory

i

I =i ]

|
L

Z2/ormation Supenists
co_nd ip-based networks

Commercial-based network-centricism reguires
management of product vulnerabilities VITRE




CVE iseven getting used by Hackers!

*  Atleasttwo |[i.o=
hackersare now =
suppling CVE
namesfor the
vulner abilities
that they find in
thesitesthey

hack into.




CVE email ListsHave an International Readership

B - 51plus (11 countries)
[ ] - 11to50registered (39 countries)
Representing ~ 2200 registered email subscribers [ 1 - 1tol0registered (71 countries)



For Morelnformation

CVE web gite
http://cve.mitre.org
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